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| ntroduction

The convergence of computing and communications technologies has changed dramatically the
nature of economic life for those of us who live in developed countries. We are able to do our
shopping and banking from home, work and be paid electronically, and engage in leisure
activities using computers. Government benefits are also able to be processed el ectronically
and awide range of services delivered on-line. ‘Digitisation’, or the process of reducing
information to electronic streams of ‘Os and 1s' that are stored on computers, has enabled
people to communicate more effectively and at lower cost than in the past. It has also meant
that geographical boundaries are able to be crossed more easily. This has enhanced the
process of globalisation of economic and socia life enormously.

As with most forms of crime, as opportunities for illegal conduct arise, so the number of
crimes perpetrated also increases. In the case of Internet-related crime, the opportunities
created by the greatly expanding use of the Internet are substantial. The Internet usage surveys
carried out by the Australian Bureau of Statistics (1998, 1999, 2000) found that 5,551,000
adults (41% of Australia’ s adult population) gained access to the Internet in the twelve months
to November 1999, compared with 4,230,000 adults (32%) in the twelve months to November
1998. In the twelve months to February 2000, approximately six million adults (43 per cent of
Australian adults) gained access to the Internet (an increase of 11 per cent in the percentage of
adults between November 1998 and February 2000).

The surveys also found that nearly five per cent of Australian adults (653,000) used the
Internet to purchase or order goods or services for their own private use in the twelve months
to November 1999. This represents a significant rise from the 2.6 per cent of adults (347,000)
who did likewise in the equivalent period to November 1998. In the twelve months to
February 2000, the percentage of adults who used the Internet to purchase or order goods or
services for their own private use, remained at five per cent (740,000 adults), an increase of
260,000 over the number of Internet shoppers in the twelve months to February 1999.

The number of people who paid for goods and services by giving credit card details on-line,
however, dropped from 80.5 per cent (279,000 Internet shoppers) in the twelve months to
November 1998 to 77 per cent (502,810 Internet shoppers) in the twelve months to November
1999. In the twelve months to February 2000, 74 per cent (547,600 Internet shoppers) paid for dl
or part of their purchase by giving credit card details on-line. Thisreduction is perhaps indicative of
the concern which existsin the community regarding the security of on-line payment mechanisms.

Although some consumers may be reluctant to use the new technologies through fear of being
victimised, the expansion of electronic and mobile commerce cannot be halted, particularly for
business and government activities. Forrester Research, for example, has estimated that global
business-to-business electronic commerce will be worth $2.7 trillion by 2004 while the Gartner
Group puts this figure closer to $7 trillion. (San Jose Mercury News cited by O’ Brien 2000).

At present, books / magazines and computer software / equipment are the most common types
of products purchased from the Internet. The potential exists, however, for anything to be
purchased electronically and recently a number of higher-value transactions have been
conducted electronically with purchasers buying holidays, cars, and even houses on-line. We
have also seen the establishment of a number of on-line auction houses and the use of the
Internet for on-line share trading and gambling, each of which entail larger sums of money.
The potential losses due to on-line fraud could, therefore, be substantial.



The Extent of Fraud in the Digital Age

As the Internet continues to expand in terms of the range of products and services which it
offers, and as the number of users continues to increase, so the opportunities for dishonesty
and fraud have also increased. A worldwide clean-up operation, involving the Office of Fair
Trading in Britain and its counterparts in twenty-two other countries, identified 1,159 potential
‘get rich quick’ schemes being advertised on Internet sites (Office of Fair Trading 1998).

In the United States, over 18,600 complaints were registered on the Federal Trade
Commission’s fraud database * Consumer Sentinel’ in 1999, more than double the number in
1998 (United States, Department of Justice 2000). In atelephone survey of 1,006 on-line
consumers conducted for the National Consumers League in the United States between April
and May 1999, twenty-four per cent said they had purchased goods and services on-line. Seven
per cent, which represents six million people, however, said that they had experienced fraud or
unauthorised use of credit card or personal information on-line (Louis Harris and Associates
Inc 1999). Another commentator has estimated that as much as ten per cent of on-line
commerce may involve consumer fraud (Rothchild 1999, p. 897, n. 11).

In 1999, a survey was conducted at the University of Utah of Internet trading which was
coordinated by Consumers International and funded by the European Union. Representatives
of those groups bought more than 150 items from Web sites based in seventeen countries, and
then tried to return them. 1t was found that eight percent of the items ordered never arrived,
many Web sites did not give clear information about delivery charges, a minority disclosed
whether the laws of the seller’s country or the buyer’s country would apply in the event of a
dispute, and only fifty-three percent had areturn policy. In addition, only about thirteen
percent of the sites promised not to sell customers personal datato athird party and only
thirty-two percent provided information on how to complain if there was a problem with a
transaction (Clausing 1999).

The Mechanics of Fraud in the Digital Age

Commercial transactions can be carried out in awide variety of ways electronically and each of
the various payment systems involved has been targeted by fraudsters. In addition,
misrepresentation concerning one’ s identity often lies at the heart of fraud in the digital age.

Fraud Involving Paper-Based Payment Systems

Where goods and services are obtained on-line and paid for using paper-based instruments,
such as money orders or cheques, fraud may be perpetrated in the same ways as those which
have operated in the past where these payment systems have been employed.

The vulnerabilities principally relate to individuals using accounts which have been opened
through the use of false identification details, exceeding the credit balance held in cheque
accounts, or counterfeiting or altering instruments themselves. Because there is pressure for
transactions to be carried out quickly on the Internet, merchants may be less willing to wait for
chegues to be cleared or for authentication checks to be carried out prior to authorising the
dispatch of goods or the provision of services, thus leaving them open to fraud. Similarly,
consumers may send off a cheque to a merchant they have no independent information about
who may be located in aforeign country, receive payment, and default on the agreement.



Fraud I nvolving Direct Debit Systems

In addition to paper-based transactions, on-line payments could be made by way of direct
debit, in which value is transferred directly from the payer’ s account to the recipient’ s bank, or
by way of credit transfer in which a payer advises his or her bank to debit his or her account
with a sum which is electronically credited to another account. These are essentially ‘ card not
present’ transactions which operate the same way as any telephone or mail order transaction
based on a credit card account.

In order for such transfersto take place, preliminary steps need to be taken by the parties
involved which include the exchange of account details and the conduct of various
identification checks. From the purchaser’s point of view, an element of risk arisesif funds are
transferred before the goods arrive or the service is provided. From the merchant’s point of
view, it is necessary for fundsto arrive before the goods are despatched or the service
provided.

The principal safeguard against such fraud involves merchants taking adequate steps to
authenticate the account details provided by the purchaser and to ensure that adequate funds
are held in the account to cover the purchase. Obtaining authorisation from a financial
institution isthe first step in fraud prevention and some banks are now offering real-time
authorisation for transactions above the specified floor limits.

Fraud Involving Electronic Funds Transfer Systems

Various systems are being devel oped to enable customers, banks, and merchants to
communicate securely with each other. A number of eectronic funds transfer systems already
operate throughout the world as substitutes for paper-based cheque transactions and these
could well be adapted for Internet use. The United Kingdom GIRO system, for example, has
benefitsin preventing cheque fraud because the payment order is directed to the banker
directly rather than through the payee. In the GIRO system, the person wishing to make a
payment, the payer, instructs his or her bank concerning the details of the payment and the
funds are electronically transferred from the payer’ s account to the payee’ s account.

These systems cregate a security risk if procedures are not in place to verify the availability of funds
which areto be transferred or if account access controls are not in place. Thereisaso the
possibility of information being manipulated asit passes over the network in unencrypted form.

In order to secure electronic funds transfers, data are generally encrypted using agorithms
which encode messages. These are then decoded using electronic keys known to the sender
and the recipient. The major security risk associated with such a system lies in the possibility
of the encryption keys being ascertained, in which case data within the system could be
revealed or manipulated. Most of the large scale electronic funds transfer frauds which have
been committed in the past have involved the interception or ateration of electronic data
messages transmitted from the computers of financial institutions (Meijboom 1988). In many
cases offenders have worked within financial institutions themselves and been privy to the
operation of the security systemsin question (see, for example, the cases of Stanley Mark
Rifkin (Rawitch 1979 and Sullivan 1987); R v Thompson [1984] 1 WLR 962; Director of
Public Prosecutions v Murdoch [1993] 1 VR 406 and the 1994 Citibank case (R. v Governor
of Brixton Prison; Ex parte Levin [1996] 3 WLR 657; Holland (1995) and Kennedy (1996)).



In order to enhance the security of credit card transactions on the Internet, various companies
have designed systems to ensure that the identity of the contracting partiesis able to be
authenticated and that merchants are able to ascertain if the customer has adequate funds with
which to conduct the transaction. Microsoft and Visa, for example, are developing a payment
protocol called ‘SET’ (Secure Electronic Transactions) which uses public key encryption to
protect data from being compromised. Digital signatures are also used to authenticate each of
the partiesinvolved. Account information is encrypted prior to transmission with the
decryption keys being separately protected. Merchants receive payment by passing to their
bank an encrypted message which originates with the customer permitting funds to be
transferred from the customer’ s account to the merchant’ s account (Visa International 1997).

The main security risks associated with these systems relate to the possibility that private
encryption keys could be stolen or used without authorisation by people who have obtained
them illegitimately. The easiest way to do this would be to submit false identification evidence
to Registration Authorities when obtaining a public-private key pair. Alternatively, if aprivate
key were held on a smartcard it might be possible to obtain access to the key smply by
breaking the access control device on the card which could smply be a password. Thusit
could be possible for someone to make use of another person’s private key to order goods or
services from the Internet and be unable to be traced.

Fraud Involving Card-Based Systems

Clearly, it would greatly facilitate electronic commerce if a user were able to insert a plastic
card into an EFTPOS Terminal attached to a personal computer and to conduct transactions
directly between a merchant and a financial institution. Thiswould, however, require that
every persona computer be included in the computer network which links al financia
institutions worldwide.

Even if thiswere financially possible, plastic card payment systems have their own
vulnerabilities to fraud through counterfeiting, ateration and theft of cards (Smith 1997), not to
mention the logistical and security problems associated with having every financial institution’s
secure network provided to every Internet user.

Others are considering the use of smart cards with the capacity to store value and transfer this
to merchants via the Internet.

Smart card payments systems may take a variety of forms. The system which most closely
resembles the early forms of stored value cards involves a scheme operator which administers a
central pool of funds. When a card holder transfers value to the card, the funds are actually
transferred to a pool controlled by the scheme operator. A merchant who is paid from the card
takes evidence of the receipt to the scheme operator, which pays the relevant amount from the
pool. Other proposals, such as those operated by MasterCard and Visa International, envisage
anumber of brands of cards being accepted. In such schemes thereis no central pool of funds,
but rather each card issuer is responsible for reimbursing merchants which accept their cards.

In the United Kingdom, the Mondex system developed by the National Westminster and
Midland Banks does not involve scheme operators. Funds are loaded onto the card which can
then be used without reference to any other person. Funds are transferred from one card to
another as well as to merchants but because funds loaded onto the card do not exist anywhere



other than on the card, there is no audit trail of transactions or reconciliation of payments.
This means that forgery could occur without trace and the scheme could be used for money
laundering, or dispersing the proceeds of criminal activities. The Mondex card can be
recharged from a mobile telephone link and can be used in EFTPOS terminals. In the United
States, a modified version of the Mondex system is being trialed which will enable banks to
trace card use. It will also be possible for money held on cards to be downloaded into
computers, thus enabling Internet purchases to be paid for el ectronically from the card (Hansell
1996).

The main security risk associated with smart cards lies in the way in which data are encrypted.
The encryption used on smartcards is able to be broken if certain types of errors can be created
on the card, such as through the use of ionising or microwave radiation. Bellcore, a United
States computer and communications security company, and others have identified a number of
design flaws in computer chip cards which may permit data to be leaked or information
contained in the card to be tampered with (Spinks 1996; Denning 1999).

Fraud I nvolving Electronic Cash

Various systems are also being developed which will permit transactions to be carried out
securely on the Internet through the use of electronic cash, or value tokens which are recorded
digitally on computers.

The Digicash system, for example, which is based in the Netherlands, uses aform of electronic
money known as ‘ E-cash’ (http://digicash.com:80/home.html). Before purchases can be made,
both the merchant and the customer need to establish banking arrangements and Internet links
with the bank issuing the E-cash. The customer first requests a transfer of funds from his or
her bank account into the E-cash system. Thisis similar to withdrawing cash from an ATM.
The E-cash system then generates and validates E-cash coins which the customer is able to use
on the Internet. The coins are data streams digitally signed by the issuing bank using its private
key. The customer is then able to send E-cash to any merchant who will accept this form of
payment using the software provided by the E-cash service provider. The customer encrypts
the message and endorses the coins using the merchant’s public key. The merchant then
decrypts the message with its private key and verifies the validity of the coin using the issuing
bank’s public key. The merchant is then able to turn E-cash into real funds by presenting the
E-cash to the issuing bank with a request for an equivalent amount of real funds to be credited
to the merchant’ s bank account.

| dentity-Related Fraud

The advent of on-line commerce has also created new forms of illegality which are lesslikely
to occur in traditional marketplaces. Many consumers, for example, now have great difficulty
in identifying those with whom they do business. Some merchants may intentionally disguise
their identity through the use of remailing facilities in order later to defraud customers and
avoid detection (see Rothchild 1999, p. 927). Others may simply be neglectful in providing
accurate and verifiable information.

The technology of the Internet makes it relatively simple for users to disguise their identities.
Electronic mail and Internet addresses may be manipulated by including details which are
misleading or the source of a message may be made anonymous or changed so that it appears



to be coming from another user. Similarly, thereis no way of knowing the commercial
affiliations of those on the Internet. Referees for businesses or products might, in fact, be
individuals employed specifically to indicate their approval of the venture or product in
guestion.

Businesses might also choose legitimate-sounding names in order to improve their credibility
or include domain names which are mideading. There has recently developed a practice in the
United States and Canada of some businesses adopting domain names containing the names of
Austrdian cities in order to improve their marketability and credibility, despite the fact that
they have no connection at all with Australia.

In one case investigated by the ACCC (1997b), an Internet trader used the same domain name
as another trader (the original bearer of the name), but with a <.com> suffix, as opposed to the
<.net> suffix of the original site. The confusion created as to the identity of the actual
proprietor of the site allowed consumers to be misled or deceived. The <.com> site did,
however, include an inconspi cuous notice stating that the site should not be confused with the
<.net> site of the same name, although this could easily have been overlooked by those visiting
the site.

Typesof Fraud in the Digital Age

There are three main types of business and consumer fraud that can take place electronically
which correspond with traditional misleading and deceptive business practices: pretending to
sell something you don't have whilst taking the money in advance (advance fee schemes);
supplying goods or services which are of alower quality than the goods or services paid for, or
failing to supply the goods and services sought at all (non-delivery and defective products and
services); and persuading customers to buy something they do not really want through
oppressive marketing techniques (unsolicited and unwanted goods and services).

Advance Fee Schemes

The gist of so-called ‘ advance fee schemes’ isto trick prospective victims into parting with
funds by persuading them that they will receive a substantial benefit in return for providing
some modest payment in advance. The characteristics of thistype of fraudulent scheme usually
entail enlisting the services of the prospective victim to assist in an activity of questionable
legality, thus providing some assurance that the victim would be unlikely to report the matter
to the police, once defrauded. Thus, the offender is able to carry out the scheme repeatedly,
sometimes in respect of the same victim, whilst police are faced with difficultiesin finding
witnesses and securing evidence.

Examples of on-line advance fee schemes include pyramid schemes that have the primary
purpose of enlisting individuals to earn money through recruiting other persons such as
through the use of E:mail chain letters and electronic mailing lists. One recent example
investigated by the ACCC involved the Canadian Global Interactive Investments Club which
advertised the fact that offshore banks would issue low-interest Visa cards via the Internet with
the promise of no credit checks or income verification. The scheme was actually an
internationa pyramid scheme, in which applicants were encouraged to recruit othersin return
for $25 each (ACCC 1997b).



The Internet is also being used as a medium for Ponzi investment schemes and a variety of
fraudulent business opportunity schemes as well as schemes that make use of on-line auctions.
One of the most recent areas of concern relates to on-line securities fraud. A number of
problems have aready arisen with misleading information being given to investors and
sharemarkets being manipulated via E:mail and the Internet.

Non-Delivery and Defective Products and Services

On-line fraud may also involve the merchant failing to deliver the goods when and where
requested, or at al. This problem is exacerbated in global commercial transactions where
long-distance delivery of goods is involved, sometimes entailing customs clearance and the
payment of importation taxes. Alternatively, defective goods may be delivered or the wrong
ones supplied, in which case consumers need to arrange for return and the refund of the price
paid and any expensesinvolved. Many of these problems arise out of the fact that the goods
are unable to be physically examined on-line in the first place.

Problems are also created by reason of the immediacy of some transactions in which goods or
services are obtained at exactly the same time as payment is authorised (e.g. the purchase of
software downloaded after providing a credit card number). In such cases, the traditional
methods of stopping payment on a cheque or withdrawing authorisation for a credit card
purchase are unavailable.

As consumers continue to increase their use of the Internet so the number of complaints about
Internet Service Providers has aso increased. The ACCC, for example, has investigated
allegations of overhilling, inadequate detail when billing, failure to supply technical support and
other services as represented, failure to connect consumers to the Internet as agreed, not
honouring requests to disconnect, the need to have a credit card to obtain services, attempts to
avoid consumers’ legal rights, and misrepresentations about the speed of Internet access and
the experience of the Service Provider (ACCC 1999).

The Internet is now being used to advertise cable television decryption kits which enable
consumers to obtain cable television without paying contract fees. Not only do such kits
seldom work but they also require consumers to break the law by stealing cable services.

In the digital age, it has also become possible to purchase a variety of digitised products by
downloading them electronically. The Internet provides a comprehensive advertising medium
for these products, often with on-line samples being provided free of charge. Once payment
has been transmitted to the merchant, the purchaser is able to download the complete product
along with appropriate licences for itsuse. 1f, however, the software has been illegally copied,
or if it is defective in some way, the consumer is often disappointed having paid for a product
which cannot legally be used.

One area of on-line commerce that has developed prolifically is that which concerns the
provision of pornographic images and sexual services. Some of these involve mideading and
deceptive conduct. One example involved a company which advertised ‘free' erotic
photographs on the Internet. In order to see the images, the user was required to download
software which, once installed, took control of the user’s modem, cut off the local Internet
Service Provider, and dialed a number in the former Soviet Republic of Moldovain Eastern
Europe. The line remained open until the computer was turned off resulting in the user



incurring large international telephone charges which were shared between the fraudster and
the Moldovian telecommunications company. The fraud was detected through regular
surveillance of customers' telephone accounts and the FTC was able to obtain an order
requiring the defendants to place US$1 million in an escrow account pending resolution of the
case (Federal Trade Commission v Audiotex Connection Inc E.D.N.Y . Filed 13 February
1997).

Other on-line unlawful practices have included the advertising and sale of loan schemes, credit-
repair kits, health and medicinal products such as cures for cancer and HIV, and educational
qualifications from on-line universities, some of which fail to provide recognised, or indeed,
any, vaid qualifications, or occasionally fail to deliver any educational programs at all.

Unsolicited and Unwanted Goods and Services

Traditionally, there were few controls on advertising conducted by mail and direct marketers
inflicted a barrage of advertising material on unsuspecting, and often unwilling, recipients. The
electronic equivalent, known as ‘ spam’, entails the same idea carried out through the use of
E:mail. Itsfuture equivalents may be even more invasive with self-opening attachments which
could carry viruses into the recipient’s computer hard drive causing damage and |oss.

Bait advertising that involves the offer of a product or service for sale at an enticingly low
price in order to sell some other more expensive product or service, or advertising a bargain
which does not exist in order to attract customers to do business with the merchant is also able
to be conducted electronically, asisinertia selling or sending unordered goods to consumers
and billing them in the hope that they will accept the goods and pay the bill without question.
Various statutes now make such practicesillegal which would, arguably, apply where
electronic goods or services are provided to on-line consumers without their request. One
could imagine software being provided as a self-opening attachment to an E:mail message
which would then be billed. Similarly, requiring payment for access to Internet sites could
amount to aform of inertia selling of the service in question.

Regulatory Responses

There are three generally-recognised ways of responding to fraud in the digital age: hard
regulation using the law, soft regulation using codes of practice, and strategies based on fraud
prevention.

Hard Regulation

The regulation of advertising and marketing is arelatively new phenomenon which was
gradually introduced as the twentieth century progressed. Consumer advocacy groups, which
emerged in the 1970s, tended to demand strict legal prohibition of unethical practices (the so-
called hard regulation approach) whilst those within the business community felt that self-
regulation through the use of codes of practice was just as effective (soft regulation). With the
introduction of new communications media, which included the telephone, radio, television and
later the Internet, the debate as to the appropriate form which regulation should take has
continued unabated.



Most of the advertising content which appears on the Internet is, legally, in the nature of an
invitation to treat, or mere puffery. Only if interested consumers respond by disclosing their
persona details, which may include a name, address and credit card account numbers, will a
formal offer to purchase be transmitted which, if accepted and supported by consideration, will
giveriseto alegaly binding agreement (Carlill v Carbolic Smoke Ball Co [1892] 2 QB 484—
see Davies 1997).

Those who display misleading or deceptive advertisements on the Internet will generally only
be held liable if the objectionable content forms part of the terms of the agreement. This may
then give rise to aright to rescind the contract or sue for damages. In this sense, the use of the
Internet raises legal issues which are substantively the same as those which arise out of paper-
based advertisements and contracts. There are, however, particular evidentiary and forensic
difficulties associated with establishing what transpired between the parties to an electronic
transaction.

In Australia, one of the first consumer protection statutes to be enacted was the Book
Purchasers Protection Act 1899 (NSW) which sought to regulate the conduct of itinerant
merchants who engaged in door-to-door sales. Since then, more restrictive legidative regimes
have been devised to control marketing and advertising practices. These laws now help to
ensure that consumers are not coerced into buying products which they do not want and are
not otherwise deceived by sellers. Statutory cooling-off periods, for example, are an example
of alegidative means of empowering consumers who are subjected to high-pressure sales
techniques in their homes (see Goldring, Maher, McKeough, and Pearson, G. 1998, pp. 270-
306).

Both federal and state consumer protection laws apply to transactions in which Australian
citizens or corporations are involved (see Goldring et al. 1998). The Trade Practices Act
1974 (Cth) has provisions concerning consumer protection in Part V which proscribe various
unfair practices and specify product safety standards and the operation of conditions and
warranties in contracts.

The Trade Practices Act 1974 (Cth) is, however, generally silent as to whether its provisions
apply to conduct carried out electronically, although the breadth of its controls would,
arguably, apply to al on-line activities carried out between corporations and consumers. Most
of the consumer protection provisions of the Act specifically apply to conduct which ‘involves
the use of postal, telegraphic or telephonic services' (s. 6(3)) which would seem to exclude the
Internet and E:mail which are not specifically ‘telephonic’). This question has yet to be
judicially determined in Australia although the ACCC takes the view that advertising on the
Internet comes within the provisions of the Trade Practices Act 1974 (Cth) (ACCC 1997a).

Although Australia’ s consumer protection laws would apply to contracts for the purchase of
goods and services entered into with merchants who have advertised on the Internet, the
imposition of liability may be difficult and costly where overseas corporations are involved.
Most laws apply only to transactions carried out between Australian citizens and corporations
within Australia. The cost, inconvenience, and logistics of cross-border legal proceedings
make the imposition of liability on manufacturers, distributors, and merchants outside Austraia
unviable for most consumers.
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Findly, where property has been obtained by deception, or where false documents have been
used to perpetrate afraud, it may be possible to take criminal action. The lega problems
associated with proving deception carried out electronically are gradually being addressed by
bodies such as the Model Criminal Code Officers Committee (2000) which in its latest
Discussion Paper on computer crimes and jurisdiction has addressed many of the problems that
arise in prosecuting crimes of dishonesty committed electronically. There remain, however,
various forensic difficulties associated with gathering evidence from computers in a number of
different jurisdictions that often make proceedings difficult and costly.

Soft Regulation

In view of the practical difficulties associated with relying upon legidative regulatory
approaches to control misleading and deceptive on-line conduct, a number of industry groups
have established self-regulatory groups which have devised their own standards and codes of
practice. These were originally created to deal with non-electronic forms of advertising and
marketing, but are now being extended to deal with conduct in the digital world.

Content Regulation

One of the primary strategies which seeks to prevent misleading and deceptive materia from
being disseminated electronically relates to the regulation of on-line content. This can be done
through the use of screening software or through measures which require Internet Service
Providers to monitor the material being publicised on their networks. Recent proposals have
also entailed an element of hard regulation through the criminalisation of content deemed to be
unsuitable which has been publicly disseminated.

Although the use of screening software has been widely advocated to control access to
obscene and objectionable materials, its use in the control of miseading and deceptive
advertisng may be more difficult. Often the deception would not be discernible from an image
or description of the product in question, and it might be impossible to differentiate between a
legitimate advertisement and one which contains some mideading content, merely on the basis
of the words or images used.

Instead, various industry groups have developed guidelines for Internet Service providers to
follow when regulating the content of material which appears on their networks. The Internet
Industry Association, for example, recognises that the Internet should provide a means to
enable control of access to content while acknowledging it isimpractical to filter al Internet
content. Accordingly, the Association endorses methods by which content can be recognised
and possibly excluded by content filter technologies as the most practical means of
empowering responsible adults to control access to the Internet to determine appropriate
controls on content.

As with the regulation of sexually explicit, racist, or other illegal content, questions of freedom

of speech and the practicality of regulating content are the major areas of concern in adopting
content regulatory approaches.
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Certification and Endorsement Services

As an dternative to the use of prohibitory schemes which seek to identify objectionable content
and to prevent users from gaining access to it, a number of certification and endorsement
services have been established which provide users with information as to the reliability and
acceptability of on-line material. Users are then free to decide whether or not they wish to
make use of the material in question.

The Platform for Internet Content Selection (PICS), for example, is avoluntary content rating
system which helps users identify material which complies with specified standards. Although
this has primarily been used to deal with obscene and objectionable content, it could be
adapted to deal with misleading and deceptive content as well.

In the United States, the Council of Better Business Bureaus carries out a certification service
in which Internet business sites are given aform of approval. Sites which display the
authorised and encrypted seal of approval agree to abide by the Council’ s truth-in-advertising
standards and to adopt its dispute resolution procedures. Members of approved Internet
Associations are able to display the fact of their membership and consumers are able to check
to seeif organisations do, in fact, have membership.

Certification and endorsement services have two primary benefits. First, consumers are ableto
rely upon the fact of a merchant being certified in order to have some measure of confidencein
the trustworthiness of that merchant and in the availability of redress mechanisms if problems
arise. Secondly, financia institutions involved in providing payment facilities could be
encouraged to deal only with certified merchants who have agreed to comply with a code of
conduct which meets certain minimum standards. This would provide a powerful industry-
based inducement for merchants to undergo certification and to act responsibly and in
conformity with established codes of practice.

One of the main problems with endorsement and certification, is the proliferation of services
and the determination of appropriate standards. Already, some twenty so-called ‘Webseas
arein circulation in Australia with the government providing a comparative table which sets
out their various attributes (<http://www.dcita.gov.au/nsapi-graphics/”Miva=dca_dispdoc&
pathi d=%2f shoponline%2fseal table%o2ehtml> visited 4 July 2000)(see Cook 1999).
Determining acceptable standards and publicising these will represent a major challenge for the
future.

I nformation I ntermediaries

In Austraia, the ACCC (1997b) has also raised the idea of using information intermediaries to
provide information about on-line merchants and the procedures involved in conducting
business on-line, similar to the kinds of information which insurance or mortgage brokers
provide. Several private enterprises, including the Australian Consumers Association, have set
up an independent advice service on loans and mortgages offered on-line by financia
institutions whilst various consumer subscription services publish independently conducted
evauations of products offered on-line.
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Preventive Strategies

In addition to the use of both hard and soft-regulatory approaches, much can be achieved by
way of self-help strategies which aim to aert users to the presence of misleading and deceptive
practices in order that they can avoid victimisation. Such preventive action may take the form
of regular surveillance of the Internet in order to locate objectionable and illegal practices,
providing educational material warning users of dangerous schemes and the use of
authentication technologies to permit individuals to know with certainty with whom they are
dealing in the on-line world.

Most regulatory agencies throughout the world provide information in paper form and
electronically through Websites which alert consumers to misleading and deceptive practices.
One of the most comprehensive booklets directed at Australian consumersis The Little Black
Book of Scams published by the Ministerial Council on Consumer Affairs (1999). In electronic
form, the ACCC’ s Website gives advice on pyramid selling schemes, business opportunity
schemes, and phoney prizes and lotteries. Examples of popular deceptive practices are listed
along with the legal penalties which apply to those who run or participate in such activities. In
addition, and in order to enhance consumer confidence in the Internet, the Australian
government has produced a series of fact sheets which provide information to consumers about
the risks of shopping on-line, and certain other issues such as paying tax and duty and privacy
issues (<http://www.dcita.gov.au/shoponline> visited 4 July 2000).

Consumer groups a so represent a good source of trusted information for consumers. Groups,
such as the Australian Consumers Association, conduct their own testing of products and
services and publicise the results through subscriber based magazines such as Choice
(Austraia). Although consumer organisations already provide consumer information by
various means, including the Internet, perhaps the role of consumer groupsin providing
information services could be increased.

Finaly, in order to solve the problem of consumers and merchants adopting false identities for
fraudulent purposes when carrying out on-line transactions, the use of electronic user authentication
gystemsis starting to be employed. Public key systems which make use of encrypted data
transmissions are one way of helping to ensure that both consumers and merchants are confident of
the identity of the person with whom they are dealing. Such technologies would not, however,
prevent individuas from illegally obtaining access to private cryptographic keys by steding tokens
which hold keys or by presenting fabricated documentation in order to obtain key pairs fraudulently
(see Office of Government Information Technology 1998). They do, however, represent amuch
more secure way on conducting on-line transactions than smply by trusting materid that is
displayed on the Internet and hoping that it will be secure.

Conclusions

Although some may question their effectiveness, on-line advertising is aready subject to a
variety of laws and other regulatory controls. Those who engage in misleading and deceptive
practices invariably infringe local laws in the jurisdiction in which they reside or the jurisdiction
in which their material is read; or sometimes both. This often provides sufficient jurisdictional
basis for the commencement of legal proceedings. The last thirty years has seen continual
improvements in consumer protection legislation and dispute resolution procedures and many
on-line activities fall within the scope of these initiatives.
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Unfortunately, the remedies which are available to those who have been deceived electronically
are often practically unavailable as they would require offenders to be extradited from other
places or victims to take cross-border legal proceedings. Such action isinvariably beyond the
means of most individuals and costs far in excess of the amount lost in most consumer frauds.

Legal enforcement proceedings can, however, sometimes be taken on behalf of groups of
consumers who have suffered loss in the form of class actions against large corporations.
Although these are sometimes slow and costly, victims are empowered through the weight of
numbers and compensation is occasionally able to be made.

The perpetrators of many on-line scams, however, are often not large corporations. They are
able to close-down their operations quickly and easily, move assets to secure locations and use
digital technologies to conceal their identities and disguise evidence. In such casesthereis
little likelihood of success whether civil or criminal proceedings are taken.

Consumers who transact business on-line need to be made aware of the risks they face and
informed about the nature of misleading and deceptive practices which are present. Already
there are substantial amounts of information of this nature available. The chalengeliesin
ensuring that consumers are made aware of its existence. In thisregard, certification and
notification systems, which permit consumers to identify readily businesses which have been
found to be trustworthy, seem to provide the best option. Technology needs to be devel oped,
however, to ensure that certification services are, themselves, unable to be manipulated. There
could, for example, develop atrade in fraudulently acquired certificates of propriety which
illegitimate businesses could attach to their Website. Fraud relating to the process of
certification might also develop in the future as might the use of ‘ phoenix businesses which re-
establish themselves immediately they have been closed down because of improper practices.
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