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Law enforcement, regulatory authorities, and consumer organizations have alerted the public to Internet fraud schemes over the past few years. Here are 17 types of schemes that have most victimized Internet users worldwide.
The tremendous growth of e-commerce on the Internet has allowed criminals to bring all their pre-Internet fraudulent schemes, as well as some new ones, to a vast new market. Although the intention is to victimize consumers and investors, many of these fraudulent schemes have been cleverly disguised to resemble honest e-commerce promotions thus making it extremely difficult for consumers and investors to separate the good from the bad and the ugly. The explosion in the number of individuals who have become victims of Internet fraud has likely undermined consumer confidence and helped to curtail the potential value of the Internet and e-commerce.

Law enforcement, regulatory authorities, and consumer organizations have alerted the public to many types of Internet fraud schemes over the past few years. While all fraudulent Internet schemes are bad, some are more prolific than others. This article describes 17 types of schemes that have been reported by either the Federal Trade Commission (FTC), the Securities and Exchange Commission (SEC), or the Department of Justice (DOJ). While all the Internet fraud schemes listed and discussed are prevalent, the first five are the most pervasive. 

Internet auctions and retail schemes
From 2001 through 2004, Internet auctions have ranked as the number one complaint category reported to the FTC through the Consumer Sentinel.1 In online auction or retail schemes, the criminal typically offers high value merchandise or collectibles at a "bargain" price, which induces consumers to spend their money. Consumers become victims when the merchandise isn't delivered or, if delivered, is much less valuable than what the criminal represented.2 This Internet auction fraud case is typical of many that have been prosecuted:

In 1999, Robert Guest pleaded guilty "to charges of bilking people who bid on various items offered at auction on the eBay Internet auction Web site, taking approximately $37,000 from consumers and never delivering the purchased goods. Guest pleaded guilty to one count of mail fraud as well as a second count of illegally obtaining a credit card, and was sentenced to 14 months in federal prison."3
Internet business opportunity schemes
Many of the fraudulent business opportunities promoted on the Internet are basically illegal pyramid schemes disguised as legitimate ventures. Interested parties who take the "bait" are told, for example, that they can earn hundreds or even thousands of dollars per day or per week with very little work. The criminals make it sound easy to start a business but do very little to fulfill the promises made prior to the transaction. Those who fall for this scam become victims when the materials or information paid for never arrive or arrive incomplete and unusable. 4 
As reported by the FTC, ads for medical billing business opportunities that appear on the Internet lead consumers to think they're applying for a job, not buying a business opportunity. The ads lure consumers with promises of substantial income and direct consumers to call a toll-free number for more information. A sales representative will entice the caller to sign up by telling him that the processing of medical claims is a lucrative business, doctors are eager for help with electronic claims processing, and that the caller, even without experience, can do this work. Medical billing scammers charge a fee of $300 to $500 and claim to provide everything supposedly needed to launch a medical billing business: the software program to process the claims and a list of potential clients. But the reality is that few consumers who pay for medical billing opportunities find clients or make any money let alone earn the promised substantial income." The FTC says the software doesn't work and the client lists are outdated.5 
Internet work-at-home schemes
Criminals working this scam promise a steady income by working at home. According to the FTC, not all work-at-home opportunities deliver on their promises. Many ads omit that the victims may have to work many hours without pay or the fraudsters don't disclose all the costs. Countless work-at-home schemes require the victims to spend their own money to place newspaper ads; make photocopies; or buy the needed envelopes, paper, stamps, and other supplies or equipment. The companies sponsoring the ads also may demand that the victims pay for instructions or "tutorial" software.6 

The initial investment in supplies or equipment may be as little as $35 or may exceed hundreds of dollars.7 In some of the illegal work-at-home schemes, the scam artists inform individuals that there's a "ready market" for doing work when, in fact, there isn't. The offer may state "you'll earn $2 each time you fold a brochure and seal it in an envelope."8 In many cases, after individuals buy into the illegal scheme, they're instead instructed to promote the offer to others via the Internet. Like other pyramid schemes, the criminals who originated the idea will reap most the profits. It's nearly impossible for an innocent party to recoup the money spent.9
Another example of an illegal work-at-home scheme involves assembling crafts from materials purchased from the scam artists and selling them back to companies "recommended" by the criminals. The fully assembled crafts are normally rejected with the excuse that "they did not meet quality control standards."10 Actually, there never is a market for the finished crafts, and the victim is left with nothing but the assembled items and the expensive materials and supplies that were purchased. 

A typical work-at-home scheme brought to trial in 1999 involved four individuals who "were criminally charged for their roles in conducting a fraudulent scheme in which they sent out approximately 50 million e-mails that falsely advertised work-at-home opportunities," according to an article in the "Nation's Restaurant News."11 

Unfortunately, few actual opportunities existed for the many people who paid the $35 advance fee.12 
Internet identity theft schemes
In these schemes, a criminal wrongfully gains access to personal information, such as a credit card or social security number, with the intent of using it for commercial or monetary gain.13 Obviously, not all identity thefts occur online but from 2000 to 2004 the number of identity theft complaints reported to the FTC through the Consumer Sentinel increased from about 85,000 to more than 200,000.14 
Internet investment schemes
In September of 2000, the U.S. Securities and Exchange Commission convicted 15-year-old Jonathon Lebed of New Jersey of 11 securities fraud charges and fined him $272,826. Working on his own, Lebed used a "pump-and-dump" scheme over the Internet to make almost $800,000. Much to the chagrin of many fraud investigators, Lebed was allowed to keep more than $500,000 in illegal profits.15 The case brought national attention to a problem more prevalent in the investment world than originally thought. 

The SEC reports that it receives from 200 to 300 online complaints about possible securities fraud cases daily.16 The SEC reports that it's sometimes impossible to discern a fraudulent investment scheme from a legal one, which makes prosecution difficult. In other words, it's not always clear if the author of the information placed on the Internet really meant to intentionally deceive those who unknowingly relied on such information to make an investment. It's not illegal to tout a particular investment opportunity, such as the common stock of a company, on a message board or in a chat room if the promoter really believes what is being said is true. But problems emerge when criminals purposefully use message boards or chat rooms to provide misinformation that appears authentic to deceive investors for personal monetary gain. Investors find it very difficult to separate the "puffiness" of the innocent from the "hype" of deceitful criminals.17 
Online investment fraud schemes are usually put into three major categories: illegal touting, market manipulation, and sham offerings. 

Illegal touting typically occurs when the author of an "independent" investment Web newsletter or e-mail publication is paid an undisclosed fee in cash or stock to promote an investment opportunity for someone else who has a financial interest in the company being promoted. The information in the newsletter is usually exaggerated and unsubstantiated. This promotional information is, in effect, a paid advertisement, not unlike those found in many financial newspapers and magazines.18 
The problem is that most investors are conditioned to believe that investment opportunities promoted in newsletters are normally based on the research efforts of the newsletter author. Without full disclosure of the financial arrangement between the two parties, it's extremely difficult for the potential investor to differentiate between good and bad opportunities in online investment newsletters. 

Market manipulation includes two different but related schemes: "pump and dump" and "short selling or scalping." In "pump-and-dump" schemes, the criminal usually takes a significant financial position in a particular investment. For example, the criminal purchases a substantial number of shares of common stock for a relatively low price in a company whose stock isn't widely traded. The criminal then uses Internet message boards and chat rooms to circulate overly-positive fraudulent information about the company with the intention of "pumping" up or creating an unusually quick and significant increase in the market price of the stock. Once the targeted price has been reached, the criminal then sells or "dumps" all his shares, making a significant profit. Also, it's highly probable that many of the shareholders who fall for this fraudulent scheme and purchase shares when the market price is rising suffer significant financial losses when they rush to sell their shares after the scam is discovered. In the aftermath, the market price of the stock usually returns to the normal (lower) level that existed at the time the "pump-and-dump" scheme originated.19 
The motive behind the illegal "short-selling or scalping" schemes is similar to the "pump-and-dump" schemes except that here the criminal "sells short" a significant number of shares of common stock with the intention of buying them back at a much lower price in the near future. To promote an unusual amount of selling in the stock and drive the market price down, the criminal uses the Internet to circulate fraudulent negative information about the company. After the price of the stock declines to a desirable level, the criminal steps in and buys enough shares to cover the short position.20 The following case, prosecuted at the federal level, is a typical example of a "short-selling" Internet scheme.

According to the U.S. Department of Justice, a man who described himself as a "day trader" allegedly posted (more than 20 times) a bogus press release falsely stating that a major telecommunications and Internet-related company, Lucent Technologies, Inc., would not meet its quarterly earnings estimates. The day trader allegedly traded approximately 6,000 shares of Lucent stock the same day he posted the bogus press release. The false reports allegedly drove the stock's price down 3.6 percent and reduced Lucent's market value by more than $7 billion."21
Many investors who owned the Lucent shares before the fraudulent scheme originated and then sold the shares based on the hyping of the negative news likely incurred significant monetary losses as they rushed to sell their shares at declining market values.
Sham offerings normally involve the use of sophisticated Web sites set up to promote stock offerings in exotic companies that may or may not exist. If the companies do exist, the investment in the stock that's promoted is presented in such a way as to be misleading. For example, in a recent SEC case, Matthew Bowin recruited investors for his company, Interactive Products and Services, in a direct public offering done entirely over the Internet. He raised $190,000 from 150 investors but instead of using the money to build the company, Bowin pocketed the proceeds and bought groceries and stereo equipment, according to the SEC. The SEC sued Bowin in a civil case and he was also prosecuted criminally. Bowin "was convicted of 54 felony counts and sentenced to ten years in jail."22 
Other investment schemes include Internet malls and off-shore promotions. The U.S. Department of Justice helped to crack "a major fraudulent scheme that used the Internet and telemarketing to solicit prospective investors for so-called "general partnerships" involving purported "high-tech" investments, such as Internet shopping malls and Internet access providers. According to the DOJ, the scheme allegedly defrauded more than 3,000 victims nationwide of nearly $50 million.23
According to the SEC, it put a stop to a scheme in which IVT Systems solicited investments to finance the construction of an ethanol plant in the Dominican Republic. The Internet solicitations promised a return of 50 percent or more with no reasonable basis for the prediction, the SEC said. The company's solicitation literature contained lies about contracts with well-known companies and omitted other important information.24 
Off-shore investment opportunities should be scrutinized closely and, in most cases, avoided, because victims of fraudulent offshore investment schemes find that it is very difficult for U.S. law enforcement agencies to make an investigation and prosecute the criminals.25 To eliminate some of these fraudulent online investment schemes, the FTC recommends that individuals avoid investment promotions associated with the following claims: 

· "This Investment IRA Approved" 

· "Our Web Site Will Match You with Investment Opportunities" 

· "Offshore Investments Are Tax-Free and Confidential" 

· "Submit Your Financial Information Online"26 
Internet credit card schemes 
In 2001, Meridien Research, an Internet Research firm, predicted that Internet credit card fraud would increase from $1.6 billion in 2000 to $15.5 billion by 2005."27 Internet credit card schemers use illegally obtained credit card numbers to purchase goods and services through the Internet. Credit cards numbers can be obtained illegally in many ways, but often are obtained through variations of Internet auction or retail schemes.28 
Because of lax security, dishonest employees can gain access to customers' credit card information and sell it to criminals. For example, restaurateurs and other retailers are particularly vulnerable to a growing credit card scheme in which waiters and cashiers use concealable magnetic stripe readers/recorders to steal credit card information from customers. An employee usually hides the reader/recorder in a pocket or workstation and swipes the customer's credit card when no one is looking.29
Internet bulk mail schemes 
Criminals behind these fraudulent schemes often promote the sale of lists of e-mail addresses which the victim can use to solicit business. Other scam artists promote the sale of software that automates sending e-mail messages to millions of individuals or provides for sending bulk e-mail messages for the victim. According to the FTC, there are several problems with these Internet promotions. For instance, the FTC says that sending bulk e-mail violates the terms of service agreements of most Internet service providers (ISP).30 Using one of these automated e-mail programs may cause the ISP to shut down. "In addition, inserting a false return address into an e-mail solicitation, as some of the automated programs do, may land the sender in legal hot water with the owner of the address's domain name. Several states have laws regulating the sending of unsolicited commercial e-mail, which may be violated unwittingly by sending bulk e-mails," according to the FTC.31 Victims of bulk mail Internet fraud risk not only getting nothing in return for their investment but also shelling out more money for legal fees and fines after they've been arrested for breaking state laws. 

Internet chain letter schemes
Chain letter schemes that promise large returns and deal with money and valuable goods are illegal.32 These fraudulent schemes have been around for many years, but the Internet has allowed them to thrive. For example, an individual receives a list of names through the Internet and is asked to select four or five individuals and send each of them a small amount of money (for example, $5 to $25). The victim is then instructed to add his name to the list and use the bulk mails to forward the revised chain letter to other victims. Individuals who fall for this scam normally lose all of their money.33 
Internet health and diet schemes 
According to the National Council Against Health Fraud, health fraud is "the deceptive promotion, advertisement, distribution or sale of articles intended for human or animal use, that are represented as being effective to diagnose, prevent, cure, treat or mitigate disease (or other conditions), or provide a beneficial effect on health, but which have not been scientifically proven safe and effective for such purposes. Such practices may be deliberate or done without adequate knowledge or understanding of the article."34 

A typical example of an Internet health fraud scheme may come across the Internet stating that you can "Lose weight without exercising or altering your diet" or "Melt away those ugly fat cells with the use of an herbal remedy." Other typical scams promote remedies for impotency and hair loss. The scam artists usually dress up their ads with fake testimonials from "well-known medical experts" or from "satisfied customers" who, for example, "gained a full head of hair." The problem with these scams is they don't work, and the victims generally lose a lot of money.35
Internet effortless income schemes 
The fraudulent schemes in this area all promise the victim get-rich opportunities with little effort. According to the FTC, some of the schemes include offers of "unlimited profits exchanging money on world currency markets, newsletters describing a variety of easy-money opportunities, the perfect sales letter, and the secret to making $4,000 in one day."36 The problem with these scams is that they are very appealing to their victims, who seem to forget that earning money normally takes work. The only ones making money in these schemes are the scam artists who originally promoted them. 

Internet free goods schemes 
Internet free goods schemes are another example of an old-fashioned pyramid scheme with a different twist. Victims who fall for this scam are offered "free" goods for a fee but only after they convince other participants to join the game. The offered "free" goods vary quite a bit but may include long-distance phone cards or electronic equipment. As with most pyramid schemes, the "free" goods schemes eventually collapse with most, if not all, of the payoff going to the promoters.37 
Internet cable de-scrambler kits 
This fraudulent scheme catches the eye of the unwary victim because it promises that cable transmissions may be received and cable subscription charges can be avoided by purchasing a cable de-scrambler kit. The promoters make a pitch that the price of the kit will be paid back in a short time with the savings earned by not paying for the fees normally required to use the cable service. There are two major problems with this scam: the use of a cable de-scrambler is illegal, and most TV systems have developed new technology that prevents the de-scrambler kits from working.38 
Internet guaranteed loans or credit, on easy terms schemes 
These Internet schemes are particularly alluring to those with poor credit ratings. The e-mail messages offer the victim an "easy-to-get" or "guaranteed" unsecured credit card or a home equity loan that doesn't require any equity in the home. Then a list of potential lenders to use in applying for a home equity loan is sold to the victim for a fee. Many of these scams are also linked to pyramid schemes where the victim is also offered money to talk others into purchasing the promotion. Those who fall for this scam realize that they are victims when the credit cards don't arrive or all of the lenders on the purchased list turn down the loan applications for lack of qualifications.39 
Internet credit repair schemes 
The scam artists who operate this fraudulent scheme promise to eliminate any negative information from the victim's credit file, thus making it easier to meet the qualifications for a new credit card or the loan requirements from a lender.40 This Internet-advertised scam appeals to those with poor credit ratings. Individuals who inquire are typically encouraged to break federal law and commit fraud by "lying on credit and loan applications, misrepresenting their Social Security number, or obtaining an Employer Identification Number from the IRS under false pretenses."41 The problem with this scam is that the promoters can do little to help erase negative information from someone's credit file. This only works when the one with the bad credit rating makes a concerted effort to work with the credit agency to repay the outstanding debt.42
Internet vacation prize promotions schemes 
These scams come through e-mails with messages typically saying that you have won a "fabulous vacation for a very attractive price."43 The victim is then encouraged to call a toll free number to claim the prize vacation. Unfortunately, the hotel or motel accommodations usually end up being undesirable or the cruise ship booked may resemble a barge! In some cases individuals give their credit card information for a down payment or even a full payment and never receive a response. In other cases, the victims are talked into "upgrading" their travel plans and accommodations to the extent that they spend more money than they would have using a legitimate travel agency in the first place. In most cases, the victims either get very little for what they paid or get nothing at all.44 
Internet Nigerian advance fee scheme 
Believe it not, this well-worn global fraudulent scheme is alive and well despite numerous efforts to eliminate it. It's known internationally as the "4-1-9" fraud, named after the section of the Nigerian penal code which addresses fraud schemes.45 Although the unsolicited letters promoting this fraud vary, they usually indicate that they're being sent by an individual who says that he works for the Nigerian Central Bank or the Nigerian government.46
Letters directed towards small- or medium-sized businesses usually indicate that the criminal is looking for a foreign company to receive and deposit a very large sum of money that the Nigerian government overpaid on a contract. The payoff for doing this is a percentage, normally 25 percent to 30 percent of the money that's deposited. Once the victim has been convinced that the venture will be a success, through the "authenticity" of numerous forged or fake documents and meetings abroad, a concocted problem arises that halts the transfer of the deposit. The victim is then approached and pressured to pay a fee, usually a large sum of money, to release the funds to be deposited in the victim's bank. After the first fee is paid, other concocted problems arise that prevent the transfer of the money. The victim is asked to pay another fee, usually "the last one." This goes on for a few months until the victim realizes he or she has been conned. This is a very dangerous scheme to become involved in since some victims have been murdered after going abroad to meet with the promoters.47 
Internet 'quick divorce' scheme 
This fraudulent scheme typically offers potential divorcees an opportunity to obtain a quick divorce in a foreign country for $1,000 or more. Through false and inaccurate legal information on their Web site, the criminals lead the victims to believe that they can get divorced without leaving the country. Once the money is paid, the victims are given untrue assurances that their divorces are final and legal. Unfortunately, just the opposite is true, for they're still legally married and no real legal services were provided during the entire process.48 
Old scams (and lost money) multiplied
Of course, fraudulent scams existed long before the invention of the Internet. With this new technology, however, fraudsters are now able to direct their scams to literally millions of individuals at once via the Internet rather than on a one-to-one basis. As a result, both the number of individuals who fall for these schemes and the amount of money lost have grown to intolerable levels. Internet users need to be especially careful because the newer fraudulent schemes that are emerging on the Internet are getting more sophisticated. To avoid becoming a victim of Internet fraud, one might do well to follow the old adage that "if the offer seems too good to be true, it probably is."
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